
EXPLOIT DEV FOR 

ADVERSARY EMULATION



REAL-WORLD USAGE

• PUZZLEMAKER MALWARE

• CVE-2021-21224 (CHROME EXPLOIT) + CVE-2021-31956 (KERNEL EXPLOIT) 
(HTTPS://SECURELIST.COM/PUZZLEMAKER-CHROME-ZERO-DAY-EXPLOIT-CHAIN/102771/)

• LAZARUS GROUP/CITRINE SLEET (FUDMODULE ROOTKIT)

• CVE-2021-21551 (HTTPS://WWW.BLEEPINGCOMPUTER.COM/NEWS/SECURITY/LAZARUS-HACKERS-ABUSE-DELL-DRIVER-
BUG-USING-NEW-FUDMODULE-ROOTKIT/)

• CVE-2024-7971 (CHROME EXPLOIT) + CVE-2024-38106 (KERNEL EXPLOIT) (HTTPS://WWW.MICROSOFT.COM/EN-
US/SECURITY/BLOG/2024/08/30/NORTH-KOREAN-THREAT-ACTOR-CITRINE-SLEET-EXPLOITING-CHROMIUM-ZERO-DAY/)

• CVE-2024-21338 (HTTPS://DECODED.AVAST.IO/JANVOJTESEK/LAZARUS-AND-THE-FUDMODULE-ROOTKIT-BEYOND-
BYOVD-WITH-AN-ADMIN-TO-KERNEL-ZERO-DAY/)

• ROOTKIT UTILIZES CVE-2024-21338

https://securelist.com/puzzlemaker-chrome-zero-day-exploit-chain/102771/
https://www.bleepingcomputer.com/news/security/lazarus-hackers-abuse-dell-driver-bug-using-new-fudmodule-rootkit/
https://www.bleepingcomputer.com/news/security/lazarus-hackers-abuse-dell-driver-bug-using-new-fudmodule-rootkit/
https://www.microsoft.com/en-us/security/blog/2024/08/30/north-korean-threat-actor-citrine-sleet-exploiting-chromium-zero-day/
https://www.microsoft.com/en-us/security/blog/2024/08/30/north-korean-threat-actor-citrine-sleet-exploiting-chromium-zero-day/
https://decoded.avast.io/janvojtesek/lazarus-and-the-fudmodule-rootkit-beyond-byovd-with-an-admin-to-kernel-zero-day/
https://decoded.avast.io/janvojtesek/lazarus-and-the-fudmodule-rootkit-beyond-byovd-with-an-admin-to-kernel-zero-day/


MODERN EXPLOIT MITIGATIONS

KERNEL

• SMEP

• KASLR

• KCFG

• HVCI

• KCET

USERMODE

• DEP

• ASLR

• CFG

• ACG

• CET

• SANDBOX

WDEG CAN INTRODUCE MORE MITIGATIONS, BUT THESE MUST BE 

MANUALLY ENABLED



EXPLOITATION SOLUTIONS

• DEP – CODE REUSE (RETURN/JUMP/CALL ORIENTED PROGRAMMING)

• SMEP – PTE TAMPERING (U -> S)

• ASLR/KASLR – MEMORY LEAKS

• CFG/KCFG – OUT-OF-CONTEXT CALLS / RET OVERWRITE 

• CAN BE DISABLED VIA IAT OVERWRITES

• ACG – RETURN ORIENTED SHELLCODE

• HVCI – IAT OVERWRITE / DATA-ONLY ATTACKS

• CET/KCET – OUT-OF-CONTEXT CALLS / DATA-ONLY ATTACKS 



GENERAL VULNERABILITY CLASSES

• STACK OR HEAP BUFFER OVERFLOW

• OUT OF BOUNDS READ OR WRITE

• ARBITRARY READ OR WRITE (CVE-2021-21551)

• USE-AFTER-FREE

• ARBITRARY FREE

• DOUBLE FREE

• TYPE CONFUSION – DIFFICULT TO PATCH DIFF

FENG SHUI LIKELY REQUIRED:  HEAP OVERFLOW, USE AFTER FREE



KERNEL-SPECIFIC VULNERABILITY CLASSES

• POOL OVERFLOW 

• UNSANITIZED USERMODE CALLBACK

• DRIVER CALLBACK OVERWRITE (CVE-2024-21338)

FENG SHUI LIKELY REQUIRED: POOL OVERFLOW

• EXAMPLE: HTTPS://GITHUB.COM/COLEHOUSTON/SCOOP-THE-POOL-TEMPLATE

https://github.com/ColeHouston/Scoop-the-Pool-Template


OVERVIEW OF MAIN ALLOCATORS

• FRONT-END ALLOCATOR (LOW-FRAGMENTATION HEAP)

• ACTIVATED ON SMALLER SIZES AFTER 18 ALLOCATIONS

• OBJECTS OF SAME SIZE ALLOCATED IN SAME SUBSEGMENT

• ALLOCATION ORDER IS RANDOM, LIKELY FREE SPACE BETWEEN ALLOCATIONS

• FILL UP FREE SPACE BY OVER-ALLOCATING

• THEN FREE CHUNKS TO MAKE HOLES

• BACK-END ALLOCATOR (DEFAULT ALLOCATOR)

• CHUNK COALESCING

• LOOKASIDE LISTS (LIFO)

• CAN CREATE ‘SINKHOLES’ FOR ‘NOISE’ AND ‘BUFFER ALLOCATIONS’ TO PREVENT 
COALESCLING



WEAPONIZING A POC

• FIRST: DEMONSTRATES PRESENCE OF A BUG WITH CRASH

• ~30 LINES OF CODE

• SECOND: WEAPONIZED BROWSER EXPLOIT THAT RESULTS IN

REMOTE CODE EXECUTION ON EXPLOITED MACHINES

• 500+ LINES OF CODE

• VULNERABILITY RESEARCH != EXPLOIT DEVELOPMENT

• FINDING BUGS REQUIRES SKILLED VULNERABILITY

RESEARCHERS

• WEAPONIZING BUGS REQUIRES SKILLED EXPLOIT DEVELOPERS



COMMON EXPLOIT PRIMITIVES

• HIJACK EXECUTION

• COMMON IN STACK OVERFLOWS

• WEAK CONTROL OVER MEMORY, DIFFICULT TO RESTORE EXECUTION

• READ AND WRITE

• LEAK ARBITRARY MEMORY

• CREATE FAKE OBJECTS

• STORE DATA

• CALL ARBITRARY FUNCTIONS WITH CONTROLLED ARGUMENTS

• ARBITRARY INCREMENT/DECREMENT 

• USEFUL FOR KERNEL

• TAMPER WITH STRUCTS (KTHREAD)



REUSING EXPLOIT PRIMITIVES

• REUSE EXPLOIT STRATEGIES FOR SAME PROGRAMS

• CREATING MEMORY LAYOUTS

• FINDING STORAGE BUFFERS

• OBJECTS TO CORRUPT

• OBJECTS FOR USE-AFTER-FREE

• GADGET CHAINS (ROP/ETC)



ADVANTAGES OF LOCAL EXPLOITATION

• ALLOCATE STORAGE SPACE

• GROOM MEMORY BY ALLOCATING/FREEING OBJECTS (EX: NAMED PIPES)

• LEAK KERNEL MEMORY IF IN MEDIUM/HIGH INTEGRITY

• NO NEED TO EXECUTE CODE; JUST CLEAR THE WAY FOR YOUR CODE TO 

EXECUTE



WINDOWS ROOTKITS

• OLD ROOTKIT STRATEGY: INSTALL MALICIOUS DRIVERS

• KERNEL PATCH PROTECTION

• DRIVER SIGNATURE ENFORCEMENT

• NEW STRATEGY 

• CREATE RW PRIMITIVES THROUGH EXPLOIT (BYOVD)

• POST-EX THROUGH OVERWRITING DATA



KERNEL DATA TARGETS

• KTHREAD

• PREVIOUSMODE 

• EPROCESS

• TOKENS

• PROTECTION (PPL)

• MITIGATIONS 

• ACCESS CONTROL LISTS

• HANDLES

• OBJECT ADDRESS

• ETW THREAT INTELLIGENCE

• KERNEL CALLBACKS



EXPLOITING CVE-2024-21338

• IO CONTROL CALLS (IOCTLS)

• IO CONTROL CODE

• INPUT BUFFER

• OUTPUT BUFFER

• APPLOCKER DRIVER CALLBACK OVERWRITE

• EXPOSED IOCTL TO USERLAND

• PATCHED VERSION CHECKS PREVIOUSMODE OF THREAD CALLING IOCTL



EXPLOITING 

CVE-2024-21338

ONLY LOCAL SERVICE CAN 

OBTAIN HANDLE TO DRIVER

TOKEN STEALING CODE WORKS 

TO BECOME LOCAL SERVICE



EXPLOITING 

CVE-2024-21338

FINDING THE IOCTL TABLE



EXPLOITING 

CVE-2024-21338

TRACING IOCTL 0X22A018



EXPLOITING 

CVE-2024-21338

FINDING VALID BUFFER SIZE 

(0X18, 3 QWORDS)



EXPLOITING 

CVE-2024-21338

EMPTY INPUT BUFFER: BSOD



EXPLOITING 

CVE-2024-21338

TRIAGING THE CRASH



EXPLOITING 

CVE-2024-21338

EXAMINING 

AIPALLOCATEIMAGECONTEXT 

TO FIX THE CRASH



EXPLOITING 

CVE-2024-21338

NEW REASON FOR CRASH



EXPLOITING 

CVE-2024-21338

TRACING EXECUTION THROUGH 

APPHASHCOMPUTEFILEHASHESINTERNAL

• WILL ZOOM IN ON NEXT SLIDE



EXPLOITING 

CVE-2024-21338

INPUTBUFFER, INPUTBUFFER[3] 

PASSED TO 

APPHASHCOMPUTEIMAGE-

HASHINTERNAL



EXPLOITING 

CVE-2024-21338

APPHASHCOMPUTEIMAGE-

HASHINTERNAL DEREFERENCES 

AND CALLS INPUTBUFFER



EXPLOITING 

CVE-2024-21338

KCFG LIMITS GADGETS FOR 

OVERWRITE

NT!EXPPROFILEDELETE

(FROM NERO22K'S BLOG POST)

• KCFG-VALID FUNCTION

• DECREMENTS ADDRESS 

BASED OFF OF INPUT OBJECT

https://nero22k.github.io/posts/windows-applocker-driver-elevation-of-privilege-cve-2024-21338/


EXPLOITING 

CVE-2024-21338

SKIPPING REST OF FUNCTION

• NO REASON TO GET INTO REST OF

IT FOR NOW, CRASH IS SOLVED

We were here



EXPLOITING 

CVE-2024-21338

ANOTHER CRASH IN CALL TO 

FSRTLSETKERNELEAFILE

• CRASHES IF INPUTBUFFER IS

MISSING VALID FILE HANDLE

IN IOCTL CALL

• FIX BY OPENING HANDLE TO 

TEMPORARY FILE AND 

PLACING IT IN INPUTBUFFER



EXPLOITING 

CVE-2024-21338

TOKEN STEALING: 

-> SYSTEM -> LOCAL SERVICE



EXPLOITING 

CVE-2024-21338

LEAKING KERNEL HANDLES



EXPLOITING 

CVE-2024-21338

LEAKING KERNEL HANDLES



EXPLOITING 

CVE-2024-21338

LEAK NTOSKRNL KERNEL BASE



EXPLOITING 

CVE-2024-21338

FINDING NT!EXPPROFILEDELETE



EXPLOITING 
CVE-2024-21338

CALL THE IOCTL TO DECREMENT PREVIOUSMODE



EXPLOITING 

CVE-2024-21338

TEST PAYLOAD: ENABLE PPL



EXPLOITING 

CVE-2024-21338

RESTORE PREVIOUSMODE, 

CLEAN UP, EXIT



EXPLOITING 

CVE-2024-21338

EXAMINING CALLBACK 

OVERWRITE IN WINDBG



EXPLOITING 

CVE-2024-21338

SUCCESS IN FULLY UPDATED 

WINDOWS 11 BUILD 22621



ROOTKIT DEMO

https://github.com/ColeHouston/Sunder

https://github.com/ColeHouston/Sunder


EXPLOITING 

CVE-2024-21338

FAILURE IN LATEST WINDOWS 11 

BUILD, PREVIOUSMODE 

TECHNIQUE MITIGATED

• STILL WORKS SOMEWHERE: 

WIN11 BUILD 22621 DOES NOT 
BLOCK PREVIOUSMODE 

TECHNIQUE



POTENTIAL ROOTKIT IMPROVEMENTS

• WINDOWS VERSION CHECKING FOR OFFSETS

• WRITE SERVICE BINARY TO DISK

• AUTOMATICALLY CREATE/START/STOP KERNEL DRIVER SERVICE

• ACCEPT POST-EX OPTIONS AS COMMANDLINE ARGS

• FUNCTION HASHING/SYSCALLS FOR SENSITIVE APIS

• ENCRYPT ALL PLAINTEXT STRINGS

• OPT FOR HASHING WHERE POSSIBLE

• SEPARATE REUSABLE EXPLOIT FUNCTIONS INTO UTILS DLL

• FINDGADGET, GETMODBASE, ETC

• PORT CODE TO BEACON OBJECT FILE (BOF)



QUESTIONS
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