
Modern Covert Ops for

Red Teams



whoami

Red Team Malware and Exploit Development Lead

Previously: Incident Response, Application Security, Network & Cloud Pentesting

Specialty in offensive research and development

Offensive Security Exploitation Expert (OSEE)

Certified Red Team Lead (CRTL)

Cloud Security Professional (PACSP)

OSCP, OSWP, OSWE, OSEP, OSED, OSMR, CRTO



What are Red Teams?

Focus on emulating relevant threats 

Carbanak/FIN7 – Intermediate technical capabilities

Scattered Spider – Advanced social engineering

DarkVishnya – Physical implants for initial access

Lazarus Group – Advanced development capabilities

Red Teams emulate full-scale attacks from relevant, real-world threat actors

Pentesters test technology stacks for vulnerabilities 



Anatomy of  an Operation

Resource Development

Infrastructure

Malware

Playbooks 

Operating

Reconnaissance 

Initial Access

Post-Exploitation

Action on Objectives



Resource Development



Resource Dev: Infrastructure

Operational Infrastructure:

Command and Control

Payload Hosting

Phishing and Vishing

Attack Server

Redirectors

Each with benign web content

MUST categorize and "warm-up" domains

(phishing, C2, hosting) and emails (phishing)



Infrastructure Example



Resource Dev: Malware

Build Evasive Execution Methods

Container(Dropper(Decoy + Loader(Protection(Implant))))

Loader + Protector gets implant past EDR

Dropper gives user something to click

Container packs files together for delivery

Example:ZIP(Shortcut(PDF + Smokeloader(XOR(Cobalt Strike))))

Customize Command and Control (C2) Implants

Modify network traffic patterns

Build capabilities 

Enumeration, credential theft, persistence, lateral movement



Infection Chain Example: Carbanak (FIN7)

Phish-to-Persist 

User extracts ZIP

User double-clicks shortcut (LNK)

LNK adds new scheduled task

Schtask Executes @9 AM

WMIC downloads and runs XSL 

XSL file decodes salary.csv into
PowerShell commands

PowerShell executes loader DLL

Loader DLL runs implant



Resource Dev: Playbooks

Initial access playbooks

Phishing Email Templates, Vishing Scripts

Payload building playbooks

Instructions for compiling loaders, adding guardrails, etc.

Post-Ex playbooks

Situational Awareness Checks

Installing Persistence

Lateral Movement

Credential Theft

Privilege Escalation Capabilities



C2 Implant Strategy

Stage 1 = Limited Functionality (less to detect)           |           Stage 2 = Full Functionality (more capabilities)

Stage 1 - Initial Access

Upload/Download/Execute/Proxy

Stage 1 - Persistence

Callback once per day or week

Stage 2 - Interactive

Advanced Functionality (Network attacks, credential theft, etc.)

Implants MUST have "fallback" domains 

In case blue team blocks first domain

Implants SHOULD be proxy-aware 

Many companies force internet traffic through web proxy

Use C2 domains categorized as health or finance to evade proxy



Internal Operating Strategy

Situational awareness checks

Ensure initial machine is a valid target

Leave initially compromised machine ASAP

Internal network enumeration

Move laterally to another machine 
(use credentials from password sprays/phishes) 

Install persistence on new machine

Ideally install multiple methods, 
some short-term some long-term

Execute stage 2 interactive payload

Perform further post-exploitation from here 

Most post-exploitation will be through SOCKS proxy (see diagram, taken from this Cobalt Strike blog)

https://www.cobaltstrike.com/blog/linux-left-out-in-the-cold


Starting the Operation

ALPHV/BLACK CAT

CISA.GOV: ALPHV RANSOMWARE GROUP TTPS

*Disclaimer: This is an example ONLY, no actual attacks were performed

https://www.cisa.gov/sites/default/files/2024-03/aa23-353a-stopransomware-alphv-blackcat-update_2.pdf


Reconnaissance: 
External Attack Surface

Identify External Surface

View SSL Certificate on Website

Search the Organization in Shodan

Analyze results

Find Internal Hostnames

Operating Systems in use

ASN Range 

IPs to allow on phishing/C2 redirectors

Login ports exposed?

Vulnerable software?



Reconnaissance: 

Hostnames and OS version



Reconnaissance: Internal Email Configuration



Reconnaissance: Employee Logon Portal



Reconnaissance Wrap-up

Target uses Microsoft 365 email

ProofPoint email protection

On-prem Active Directory network

Found internal domain names

Windows endpoints

SAML SSO Login URL

Target IPs to add to allow list on redirectors

Next up: Initial Access



Initial Access: 

Credential Harvesting

Password Spray 

Identify Valid Emails (LinkedIn)

Spray SSO Portal OR SMTP Server

Ensure Geolocation matches up

Credential Phishing 

Proxy SSO Portal (Evilginx)

Change Indicators of  Compromise (IOCs)

Modify Evilginx source code, obfuscate HTML source, 
change URIs (subdomain, path) from real SSO portal

"Compliance Update" Vishing call

Direct user to decoy document after login



Initial Access: Malware Phishing

Pretext: Security Concerns

Pose as business partner that has received 

suspicious emails recently, resulting in a 

security incident

Send email with ZIP file containing payload 

attached

Password protect ZIP for "Confidentiality"

Send password in email or with follow-up email



Initial Access: Malware Installation



Initial Access: DLL Sideloading



Initial Access Wrap-up

Sprayed passwords to find valid credentials

Targeted users with credential phishing

Sent malware phish as an email attachment

Executes Stage 1 Initial Access C2

Next up:

Post-exploitation



Post-Exploitation: Situational Awareness

Initial callback from malware phish

Check current user, hostname, files, etc.

Validate we are not executing in a sandbox

Have compromised other user credentials with 

password spraying and credential phishing

Query Active Directory with LDAPsearch

View other compromised users’ AD info

Identify the hostnames of  their workstations



Post-Exploitation: Leaving the Initial Box

Initialize SOCKS proxy on implant

Execute commands from Proxy VM

Proxy VM should mirror target environment, 

will look better in logs

Match OS version, hostname, domain name, 

and username to legitimate internal resources

Proxifier for Windows, Proxychains for Linux

Execute mstsc (RDP client) through proxy 

Login to new workstation as other 

compromised user



Post-Exploitation: 

Sideloading FileSyncConfig
Not found on HijackLibs = May not be 
alerted on

FileSyncConfig.exe is a legitimate signed 
Microsoft binary

Executing shows an error: 
"FileSyncHost.DLL was not found" 

Name malware DLL after 
FileSyncHost.dll

Malware = Stage 1 Persistence

Upload folder to target machine through 
implant



Post-Exploitation: Schtask Add Action

Add an action to existing task

OneDrive Reporting Task 

already runs daily

Lower likelihood to alert

Harder for blue team to remove

In this case: add an action that 

executes uploaded FileSyncConfig

Run task and exit RDP session

Next, we’ll install a backup

persistence method



Post-Exploitation: COM Hijacking

The real reason we chose FileSyncConfig.exe

No alerts when we install COM hijacking

Microsoft noisy apps = special exceptions to 

avoid overwhelming amount of  false positives

Execute PowerShell (shown below) through 

implant to install COM hijack for Chrome.exe

Executes each time Google Chrome runs



Post-Exploitation: Enumerate Resources

All post-exploitation from this point onward is from interactive beacon

Stage 2 Interactive beacon loaded from schtask persistence beacon

Start proxy on interactive beacon

Next steps are from your proxy VM’s web browser

Look through compromised users’ resources

Microsoft Teams chats/files

Emails

OneDrive

OneNote

We figure out the target uses Bitbucket for internal code repositories



Post-Exploitation: Internal Code Repo

Login with different compromised users

Use whoever has most access

Search for exposed credentials

"export HTTP_PROXY"

"ConvertTo-SecureString"

Look at previous versions of  files

Earlier commit may have exposed data

We find Linux service account credentials



Post-Exploitation: Linux Privesc

Old version of  BitBucket repository contained:

Service account credentials

Linux hostnames the service account logs into

Use ssh.exe on Proxy VM to authenticate to Linux host

Enumerate files on Linux host

Find $HOME/.git/config

Reveals password for privileged

'fsadmin' Linux user account

Run 'su fsadmin' to become fsadmin

Enter credentials when prompted

Run 'sudo su' as fsadmin to become root



Post-Exploitation: Keytab Theft

Since we have root access: Look in /etc/krb5/ directory 

Find keytab of  privileged security service account

Keytabs contain NTLM password hashes 

Can crack NTLMs or authenticate with them directly (Pass-the-Hash)

Download keytab and extract its NTLM hash

NTLM hash is for 'corpvascan' account



Post-Exploitation Wrap-up

Moved laterally off  initially compromised machine

Installed persistence (x2) on new machine

Found credentials in history of  BitBucket repository

Moved laterally into Linux machine

Escalated privileges to root user

Compromised NTLM hash for highly privileged user

Next up: Action on Objectives



Actions on Objectives

'corpvascan' has full administrative access to production, development, and QA 

environment webservers and databases

No reason to further escalate privilege

Execute Netexec on proxy VM to drop ransom note on targets

Authenticating through WinRM with NTLM hash 

Netexec automates executing the same command across hundreds of  machines



Action on Objectives: Ransom Note



Action on Objectives Wrap-up

Compromised webservers and databases

Dropped ransom note in admin directories

Next up:

Action on more objectives if  applicable

Maintain access?

Exfiltrate data?

And finally:

Write the report

Findings include Unsigned DLL Execution, Plaintext Credentials in Config Files, Plaintext Credentials 
in Code Repository



Questions


	Slide 1: Modern Covert Ops for Red Teams
	Slide 2: whoami
	Slide 3: What are Red Teams?
	Slide 4: Anatomy of an Operation
	Slide 5: Resource Development
	Slide 6: Resource Dev: Infrastructure
	Slide 7: Infrastructure Example
	Slide 8: Resource Dev: Malware
	Slide 9: Infection Chain Example: Carbanak (FIN7)
	Slide 10: Resource Dev: Playbooks
	Slide 11: C2 Implant Strategy
	Slide 12: Internal Operating Strategy
	Slide 13: Starting the Operation ALPHV/BLACK CAT
	Slide 14: Reconnaissance: External Attack Surface
	Slide 15: Reconnaissance: Hostnames and OS version
	Slide 16: Reconnaissance: Internal Email Configuration
	Slide 17: Reconnaissance: Employee Logon Portal
	Slide 18: Reconnaissance Wrap-up 
	Slide 19: Initial Access:  Credential Harvesting
	Slide 20: Initial Access: Malware Phishing
	Slide 21: Initial Access: Malware Installation
	Slide 22: Initial Access: DLL Sideloading
	Slide 23: Initial Access Wrap-up
	Slide 24: Post-Exploitation: Situational Awareness
	Slide 25: Post-Exploitation: Leaving the Initial Box
	Slide 26: Post-Exploitation: Sideloading FileSyncConfig
	Slide 27: Post-Exploitation: Schtask Add Action
	Slide 28: Post-Exploitation: COM Hijacking
	Slide 29: Post-Exploitation: Enumerate Resources
	Slide 30: Post-Exploitation: Internal Code Repo
	Slide 31: Post-Exploitation: Linux Privesc
	Slide 32: Post-Exploitation: Keytab Theft
	Slide 33: Post-Exploitation Wrap-up
	Slide 34: Actions on Objectives
	Slide 35: Action on Objectives: Ransom Note
	Slide 36: Action on Objectives Wrap-up
	Slide 37: Questions

